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This document is the second of two papers that describe how modern 
technologies, using decentralized systems, provide practical approaches to 
improving the exchange of patient health information. 

The first document (titled Decentralized Identity and Healthcare Part 1: The 
Importance of Strong Governance) introduced Lumedic Connect (software) 
and the Lumedic Exchange community (governance) which are referred to 
jointly as the Lumedic Connect platform. 

Lumedic Connect places personal health information (in the form of digital 
credentials) onto an individual’s mobile device, and enables them to control, 
carry, and securely and privately share verifiable health information with 
other organizations that use Lumedic Connect. It leverages a set of industry 
standards, open source software, and a transparent community-managed 
governance structure to ensure individuals’ privacy preservation while 
guaranteeing the authenticity of patient data. 

A common question about Lumedic Connect is its compliance with federal 
law regarding the exchange of health information, specifically HIPAA and 
the 21st Century Cures Act. This document describes how an approach like 
the one offered by Lumedic Connect does not violate HIPAA. Moreover, 
Lumedic Connect supports The Office of the National Coordinator for Health 
Information Technology (ONC)’s 21st Century Cures Act Final Rule which 
prioritizes patient-centric methods of information sharing and control 
and “promotes transparency, using modern computers, smartphones, and 
software to provide opportunities for the American public to regain visibility 
in the services, quality, and costs of health care.”1 

The Lumedic Connect platform offers a standards-based, community-
driven, patient-centric solution which supports both HIPAA and the 21st 
Century Cures Act Final Rule.

Introduction

1 About ONC’s Cures Act Final Rule, https://www .healthit .gov/curesrule/
overview/about-oncs-cures-act-final-rule

https://www.healthit.gov/curesrule/
https://www.healthit.gov/curesrule/overview/about-oncs-cures-act-final-rule
https://www.healthit.gov/curesrule/overview/about-oncs-cures-act-final-rule
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Organizations Control Personal  
Health Information
Currently, the healthcare industry must abide by the regulatory 
requirements of the Health Insurance Portability and Accountability Act 
of 1996 (HIPAA) when managing protected health information (PHI) .
Written before the widespread adoption of the Internet, HIPAA sought to 
mandate that institutions protect the health information they collected 
from their patients. Because of this, throughout any individual’s journey 
in the healthcare system, from registration to the final bill, individual 
financial and health information is passed between institutions, with the 
individual playing a facilitating role only if needed. The result is that the 
individual cannot act as a controller of their own health experience from 
the standpoint of their own data but can only be a passive observer who 
retroactively receives results and, of course, bills.

At the same time, to the organizations that are transacting this data, 
HIPAA grants broad authority to use a variety of systems to manage patient 
information. Organizations can even build their own systems using their own 
data schemas and definitions. The result is a wide variability in computer 
systems and data availability from one organization to the next.

When one organization shares data with another, if the two systems are 
not following the same standards, the information needs to be transformed 
before it can be properly received and utilized. An entire industry of 
intermediaries has arisen to address this problem and perform these 
data transformations at scale. The result is an information exchange that 
is woefully inefficient, requiring cumbersome, customized technology 
interfaces and costly services and transaction fees to ensure compatibility 
and regulatory compliance. 

With these varied methods and systems comes inherent organizational 
risks as each healthcare organization must ensure the security of each of 
these systems and the privacy of the information contained within them to 
maintain HIPAA compliance.

The Role of HIPAA in 
Patient-Centric Healthcare 
Information Solutions

http://Health Insurance Portability and Accountability Act of 1996 (HIPAA) when managing protected health i
http://Health Insurance Portability and Accountability Act of 1996 (HIPAA) when managing protected health i
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The Opportunity for a Patient-Centered Solution 
All these information sharing issues can be addressed by fundamentally 
shifting the patterns of data exchange in healthcare to focus on the 
individual as the source and steward of their own data . 

By architecting a system where all relevant parties look to the individual first 
for their own health data, coverage information, and any other data directly 
relevant to the individual’s healthcare experience, we can envision a solution 
where interoperability issues vanish. 

Throughout an individual’s care journey, there is one constant at every 
point: the individual themselves. By making that individual the source of 
their data and by providing a simple, secure, and standardized interface 
for that individual to exchange that data with the appropriate parties, 
inter-organizational integration ceases to be a requirement. Additionally, 
individuals are now able to take their own healthcare information beyond 
the healthcare space and can choose to use that data for any number of 
non-healthcare related reasons .

Overcoming Current Challenges  
to Patient-Centric Health Information
Three challenges have traditionally made a patient-centric health 
information model impossible:

1. If we are going to expect individuals to participate in the healthcare 
administrative process, we need to ensure simplicity of use and 
protections for people against making mistakes .

2. If we are going to expect organizations to trust the information 
provided to them from an individual, the data needs to be completely 
tamper-proof and verifiable.

3. If we are going to expect industry adoption, the approach needs to 
be compliant with regulations, including HIPAA .

Points 1 and 2 are covered in Decentralized Identity and Healthcare 
Part 1: The Importance of Strong Governance. In summary, the Lumedic 
Connect Platform overcomes these issues with a 4 layer technology and 
governance framework. 

This document will address point 3 by detailing why specific functions of 
Lumedic Connect and Lumedic Exchange do not violate HIPAA.
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How a Patient-Centric Use Case Impacts HIPAA
Not all administrative functions can be optimized by a patient-intermediated 
information exchange. In some cases, such as claims processing, more 
efficiency will be derived by healthcare organizations working directly 
with one another. However, a number of scenarios which require patient 
interaction, such as ‘Registration’, are obvious targets for optimization, and 
their transformation will go a long way toward reducing the BIR-related 
waste in the system.

Below we present an example that follows the path of an individual through 
several interactions which illustrates the value of the Lumedic platform, as 
well as its adherence to HIPAA regulations.

Lumedic Connect for Organizations  
and Individuals Organizations 
In order to begin issuing or verifying individuals’ health credentials, an 
organization first ties Lumedic Connect software to their back-end 
systems. Then they go through an onboarding process to ensure that they 
meet criteria in the Lumedic Exchange Governance Framework (e.g. legal 
entity status, etc.).

The organization must also register as an entity with a public decentralized 
identity network to create a decentralized identity (DID). Registering a DID 
makes it possible for the organization to use their DID to identify themselves 
to others (i.e., an individual). Thus, registering a DID establishes a basis for 
the organization to connect securely and confidently with another party.

HIPAA Impact: None . Covered Entities and Business 
Associates do not exchange any Protected Health 
Information (PHI) in the onboarding process . Lumedic’s 
involvement is to facilitate the establishment of an 
organization’s identity on the Layer 1 network (a public 
identity blockchain); Lumedic Connect uses the entity’s 
public DID if one exists or facilitates the creation if one 
has not already been issued. The creation of a DID on the 
Layer 1 identity network is a private and secure transaction 
directly between the entity and the Layer 1 identity network.  
Additionally, when facilitating the creation of an identity 
for a Covered Entity, Lumedic is not a Business Associate of 
that Covered Entity because the activity does not involve any 
protected health information (PHI).

https://www.w3.org/TR/did-core/
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Individual Onboarding
Like organizations, individuals need software to use Lumedic Connect. In 
this case, the individual downloads the Lumedic App, a mobile application, 
which serves as their mobile wallet, from the appropriate marketplace. The 
individual has not registered in a centralized system (i.e., has not created a 
DID) and has not revealed any of their own personal identity information. 
Access to the wallet is controlled with individual biometrics (fingerprint, face 
recognition) and software agents within the application.

HIPAA Impact: None . Individuals do not create a public DID 
on a Layer 1 identity network, and HIPAA does not regulate 
the creation of the individual’s identity .   

Individual Acquires an Insurance Coverage Credential
After installing the Lumedic App on their device, the individual is ready to 
add health information to their digital wallet. For example, the individual 
may want to add their insurance coverage and eligibility information to their 
wallet. They will do this by receiving a digital credential2 from their insurance 
company that represents their insurance status. 

To receive their credential, the individual begins by interacting with their 
insurance benefit provider (a Covered Entity) within some existing trusted 
context like a secure member portal, or even face-to-face. The individual 
uses the Lumedic App to initiate the digital interaction by using the near field 
communication that is built into their device, or by scanning a QR code, or 
similar means. Now that they have initiated the interaction, they establish a 
connection between their device (Lumedic App) and the benefits provider’s 
system (using Lumedic Connect). 

Next, a secure connection is established wherein the individual’s device and 
the organization’s system create peer decentralized identifiers (DIDs) to 
verify each other’s identity, and the coverage credential is cryptographically 
signed by the insurance company and issued to the individual. The individual 
can now see that credential in their own mobile wallet, including all the 
claims (i.e. individual data) within.

HIPAA Impact: None . HIPAA requirements for information 
disclosure are fulfilled because when a Covered Entity 
(i .e ., a provider, payer) provides a credential to an 
Individual, any personal health information (PHI) 
disclosed constitutes a permissible disclosure because 
it is being given to the individual to whom it relates . 

2 A digital credential is just what it sounds like. A digital version of a physical credential, like a driver’s license 
for example, would be all the data on the card, including legal name, address, physical characteristics, and 
the like, packaged together and signed by the issuing organization, like the department of motor vehicles.

https://www.w3.org/TR/did-core/
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Furthermore, HIPAA requirements for information privacy 
are fulfilled because Lumedic (or any wallet provider) 
provides the wallet as a service to the individual. Lumedic 
is not assisting any Covered Entity or related firm (a 
Business Associate) in carrying out functions that are 
covered by HIPAA’s Privacy Rule .

Individual Visits Registration at a Health Facility
The individual now arrives at their healthcare provider (a Covered Entity) 
and needs to register and provide their coverage information. Again, the 
interaction is initiated by NFC, QR code scanning, or a similar means to 
establish the same type of private, secure connection between the individual 
and provider agents. 

The healthcare provider meets the HIPAA standard for managing PHI. Now 
that the individual’s device is connected to the provider’s system, the system 
sends a request for coverage details from the individual to add to that 
individual’s record in the provider’s EMR for eligibility and billing. 

The individual sees that request on their device in their mobile wallet. They 
can choose to accept the request which allows that data to be presented to 
the provider. The software automatically passes that data from the individual 
credential to the EMR to complete individual registration.  

HIPAA Impact: None . When an Individual provides 
information from a credential to another entity, HIPAA 
is not implicated by the mere act of providing the 
information . However, if the recipient of the information 
is a Covered Entity (e.g., a healthcare provider) or Business 
Associate (an organization acting on behalf of the Covered 
Entity) and the credential contains individually identifiable 
health information, such information becomes PHI upon 
receipt.  It is important to note that the information is not 
PHI until receipt and since it is encrypted end-to-end in 
transmission over Lumedic Connect, Lumedic Connect itself 
does not hold PHI .

The Data are Validated for Authenticity
Once the organization receives the information from the individual, it 
needs to validate the authenticity of the data. Information shared by the 
individual is digitally signed by the issuer of that credential using the issuing 
organization’s own private key. The verifying organization is able to compare 
that signature to the publicly available DID (which includes that issuer’s 
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public key) for that issuer on the public ledger to verify the authenticity of 
the data. This usage of public key cryptography is used in the verification 
process for claims, as well as information predicated on claims (see Zero 
Knowledge Proofs below).

HIPAA Impact: None . Lumedic Connect provides a credential 
recipient the ability to verify the authenticity of the 
credential and the information it contains without a direct 
interaction with the issuer. The method for this verification 
does not require any transmission of PHI but rather relies 
upon public key cryptography. Because the verification 
process does not involve PHI, HIPAA is not implicated in the 
verification process.

Example Extension: Zero Knowledge Proof
The Individual Receives Personal Health Data
Now let’s consider how the individual can receive personal health data. 
For example, an individual may receive a lab test and wants to receive a 
record of that test result for later use. Because the individual has already 
established a secure, private connection with the provider, that same 
connection can be used to issue the test result record to the individual as a 
new digital credential. The individual sees the credential offer on their mobile 
wallet and can choose to accept. When they do, a second credential is added 
to their wallet in the form of the test result.

HIPAA Impact: None . As above, when a Covered Entity (i .e ., 
a provider, payer) provides a credential to an Individual, 
any personal health information (PHI) disclosed constitutes 
a permissible disclosure because it is being given to the 
individual to whom it relates . 

Using Health Data Without Disclosure  
(Zero Knowledge Proofs)
Providing health information to healthcare organizations is common as 
these organizations are prepared to receive PHI. But what happens when 
the individual wants to share health information with an organization that 
wishes to avoid handling individual health data?

For example, consider that an individual wishes to use a test result credential 
to satisfy the requirements of a university at which they are a student. Once 
more, the individual begins the interaction digitally with the university using 
their mobile wallet. A private, secure connection is established, and the 
university makes a proof request to that individual’s device.
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The university is not a Covered Entity and is not inclined to store this PHI. 
Because of this, the student provides a “zero-knowledge proof” (ZKP) to 
the university as evidence of their health status. A ZKP is a way of providing 
confirmation of the student’s test result without sharing the data that prove 
it. Instead of accessing the underlying data, the university uses Lumedic 
Connect to send the individual’s device a set of criteria to be applied to the 
individual’s data to prove that they are eligible for classes based on their test 
results. So, Lumedic Connect asks the Lumedic App whether the individual 
meets the standard for the outcome of the lab test. The individual accepts 
the request, and once the transaction is complete the university only sees a 
confirmation that the individual is, in fact, eligible for classes. The individual 
has not disclosed any PHI to the university.

HIPAA Impact: None . Zero Knowledge Proofs take minimum 
disclosure to the extreme, providing tamper-proof, 
authentic, verifiable evidence for attestation assurance 
without the disclosure of any PHI .
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Lumedic Connect creates a mechanism for individuals to be the source 
of their own data in a trusted and verifiable way, greatly reducing 
interoperability challenges in the healthcare space and creating new 
efficiencies throughout an individual’s healthcare journey, while also 
remaining compliant to HIPAA guidelines. However, because Lumedic 
Connect is not a modification of the current system, but rather a 
fundamental redesign of today’s technologies and workflows, Lumedic 
Connect is a solution that satisfies both the HIPAA Security and Privacy Rules 
in a way that prior healthcare technology could not.

Lumedic Connect fully realizes the Privacy Rule
Today’s healthcare data exchange solutions provide a right for individuals to 
access and receive a copy of PHI that is part of their health record. However, 
because Lumedic Connect relies on the individual as the owners of their own 
data, the individual not only accesses data directly from existing healthcare 
data sources like EMRs, but stores their own data directly on their personal 
devices. Their own health information is accessible at any time, and access 
to that data is under absolute control of the individual, completely satisfying 
the individual’s rights as defined by the Privacy Rule.

The Privacy Rule also sets limitations on how PHI can be disclosed without 
the individual’s knowledge. However, because Lumedic Connect shifts the 
workflow within an individual healthcare journey to rely on the individual for 
that data, the individual becomes a first-class actor in the process, and they 
themselves can choose how much data is or is not disclosed for any given 
purpose. By making the individual an active steward of their healthcare 
data to support their own health care journey, the individual data control 
implied by the Privacy Rule is fully realized .

The same principle is applied to the Privacy Rule’s limitations on the uses 
of individual information. Again, with the individual as the active source of 
their own data, individuals can choose to make specific, scenario dependent 
decisions on how their own data is to be used. Once again, this is a complete 
realization of the Privacy Rule, moving the control and decision making 
relating to the use of individual data to the individual themselves.

An Improved Realization  
of HIPAA Objectives
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Lumedic Connect takes the  
Security Rule to its logical conclusion
Lumedic Connect provides an even greater extension of the Security Rule 
goals. The Security Rule is meant to direct Covered Entities to maintain 
reasonable and appropriate administrative, technical, and physical 
safeguards for protecting PHI. By shifting to a model that begins  
with individuals as owners of their own data, this goal is taken to its 
logical conclusion . 

The Security Rule directs Covered Entities to limit PHI disclosures to 
the “minimum necessary” to complete a given task, specifically with 
administrative and technical guidelines relating to access management and 
control. With Lumedic Connect, the combination of individuals providing 
data directly when it is needed, only to whom it is needed, with the concepts 
of zero-knowledge proofs that can in many cases completely hide the 
underlying data, health information disclosures are programmatically 
minimized. In fact, with zero-knowledge proofs, health information 
disclosures can often be eliminated in ways that were not previously possible.

The Security Rule specifically focuses on ensuring Covered Entities can 
authenticate the identities of those transacting individual information. 
Because Lumedic Connect leverages an immutable identity network, 
and because governance frameworks can enforce policies for qualifying 
issuers and verifiers on a credential exchange network, Covered Entities 
participating in PHI exchanges can be assured of the identities of other 
network members in a way that was not possible before. Individuals can 
further prove their identity using biometric verification (e.g. fingerprint and 
facial recognition built-into their mobile devices) to access their wallet on 
their own device.

Because every digital credential is cryptographically signed by the issuers, 
and those signatures can be verified against the identity network, the 
integrity of PHI data (today enforced by the Integrity Controls of the 
Security Rule) can be confirmed at every interaction in a way that is 
programmatically impossible with current technologies. Additionally, unlike 
current methods of providing information to individuals, Lumedic Connect 
provides Covered Entities the added benefit of knowing that any misuse or 
modification of the information can be verified by any recipient to whom the 
individual provides the credential.

Because individuals can now access their health information via their mobile 
wallets on their own personal devices, Lumedic Connect is able to use strict 
requirements in the form of biometric security for an individual to both 
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access as well as exchange their own data. Because the individual themselves 
retain ultimate control of their data, and because their ability to control 
that data is gated by their own biometric information, the safeguards of the 
Security Rule relating to data access are enforced at every step.

Lastly, Lumedic Connect utilizes modern security practices relating to 
public-key cryptography for all communications between two parties. 
Even beyond that standard level of security, Lumedic Connect manages 
these keys in a distributed, noncorrelatable fashion rather than through 
a centralized certificate manager. This model is an even greater 
implementation of the requirements relating to transmission security and 
encryption for the Security Rule.
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Conclusion

Lumedic Connect presents a platform that radically redesigns how 
information is exchanged in the healthcare system. This new pattern greatly 
reduces the cost and infrastructure required for health care providers, 
insurance companies, and other organizations to exchange data critical to 
healthcare processes. 

At the same time, Lumedic Connect uses modern technology to prioritize the 
individual’s privacy and control of their own data, including a new ability to 
dramatically limit disclosure of their protected health information. 

Lastly, organizations that previously were unable, or unwilling to use 
individual health information due to regulatory requirements or business 
risk, can now do so with the individual’s consent, operationalizing the 
information without interacting with the underlying data.

All of this is possible while not only adhering to HIPAA regulations, but 
creating a pattern that more fully realizes the core intent of HIPAA. 
Regulatory concerns that previously sought to minimize exposure of data 
can instead be taken to their logical conclusion, making it possible to 
limit individual information exposure completely. Individual privacy is 
cryptographically enforced, and the authenticity of individual identity, 
individual data, and transacting parties is linked to verifiable identity 
information attached to an immutable ledger.

By using modern technology to truly enable a patient centric model for the 
way in which we transact individual health information both within the 
healthcare system and beyond, Lumedic Connect enables a new healthcare 
ecosystem to reduce the dependency on costly infrastructure, while 
improving data control, transparency, and portability for individuals. 
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Appendix A: Key Concepts of the 
Health Insurance Portability and 
Accountability Act of 1996 (HIPAA)

Summary of Key Elements:  
HIPAA Privacy and Security Rules

HIPAA Privacy Rule

• The HIPAA Privacy Rule applies to Protected Health Information 
(“PHI”), which is broadly defined as information pertaining to an 
individual’s treatment or payment for treatment as received by a 
Covered Entity.

• The HIPAA Privacy Rule applies to Covered Entities and Business 
Associates. Individuals are not Covered Entities or Business Associates.

• The Privacy Rule does not apply to all health information created by 
any Individual or business. Rather, such information is only considered 
PHI, and thus, subject to HIPAA, while held by a Covered Entity, or a 
Business Associate on behalf of the Covered Entity.

• A “Covered transaction” is an exchange of electronic information 
between two Covered Entities (or Business Associates) to carry out 
financial or administrative activities related to healthcare.

• Covered Entities and Business Associates are permitted to share PHI 
with individuals directly, without authorization, where the individual is 
the owner or guardian of the information.

• Individuals have the right to access and receive a copy of PHI that is 
part of their health record (“designated record set”).

• Individuals have the right to amend their PHI in a designated record set.

HIPAA Security Rule

• The HIPAA Security Rule applies to electronic PHI (“e-PHI”). It does not 
apply to PHI transmitted orally or in writing that has never been in 
electronic form.
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• The Security Rule is flexible to allow Covered Entities (and Business 
Associates) the ability to implement policies, procedures, and 
technologies that are appropriate to the entity’s size, capabilities, 
and risk appetite. 

• The Rule’s Information Access Management standard requires a 
Covered Entity to implement technical policies and procedures that 
allow only authorized persons to access e-PHI.

• The Rule’s Information Access Management standard requires that 
a Covered Entity implements technical policies and procedures to 
ensure authorized users have access to the minimum necessary 
information needed to perform job functions.

• The Rule’s Person or Entity Authentication standard requires a 
Covered Entity to implement procedures to verify that a person or 
entity seeking access to e-PHI is the one claimed, through providing a 
proof of identity.

• A Covered Entity must implement policies and procedures to ensure 
that e-PHI is not improperly altered or destroyed.

• The Security Rule allows for e-PHI to be sent over an electronic open 
network as long as it is adequately protected.

HIPAA Privacy and Security Rules
When initially established, HIPAA was intended to accomplish two objectives: 

1. The Portability portion of the bill was intended to ensure individuals 
could keep their medical insurance when transferring between jobs. 

2. The Accountability portion was designed to ensure the security and 
confidentiality of individual information when it is exchanged between 
healthcare organizations.  A set of rules and standards were created to 
facilitate common approaches and efficiency.

Within the Accountability portion are two specific rules that directly apply 
to the exchange of health information, and the environment in which 
Lumedic Connect must operate: The Privacy Rule and the Security Rule.

Privacy Rule
The HIPAA Privacy Rule3 was created to ensure an individual’s health 
information is kept private when held by organizations and when being 
shared between organizations involved in an individual’s care. To achieve 

3 45 C.F.R. Part 160 and Subparts A and E of Part 164.



Decentralized Identity and Healthcare Pg 17 of 23

this goal, it established standards which define and govern the data being 
shared, the organizations involved in sharing, and the transactions in which 
the data is shared.  

Protected Health Information
Protected Health Information (“PHI”) is broadly defined to include any 
health information gathered by a healthcare provider or health plan that 
relates to the past, present, or future condition of the individual or the past, 
present, or future payment for the provision of care to the individual. 

Covered Entities and Business Associates
The Privacy Rule applies to 3 types of organizations, which are called 
“Covered Entities”:

1. Health plans, such as medical insurance providers.

2. Healthcare providers, like hospitals, clinics, and clinicians.

3. Healthcare clearinghouses, which are organizations that  
process health information to facilitate communication between 
Covered Entities.
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Additionally, when Covered Entities need to use other organizations, 
like lawyers, accountants, or Electronic Health Record (EHR) vendors 
to perform functions which involve PHI, HIPAA refers to these other 
organizations as Business Associates and requires that the Covered 
Entity enter into a Business Associate Agreement (BAA) with the other 
organization that ensures the Business Associate also follows applicable 
HIPAA guidelines. The Business Associate must provide written “satisfactory 
assurances” that the Business Associate will appropriately safeguard the 
Covered Entity’s PHI. A Business Associate can be held directly liable for 
failing to comply with the HIPAA Security Rule or using or disclosing PHI 
that is not authorized by the BAA or underlying contract.  

Exchange of Information
HIPAA provides several permissible uses and disclosure of PHI.  The primary 
permissible uses and disclosures are for treatment, payment, and health 
care operations.  When the purpose involves the treatment of a patient or 
payment for the treatment, HIPAA permits Covered Entities to exchange 
information, subject to the Security Rule described below. In addition, 
HIPAA requires Covered Entities to provide patients with access to their PHI 
upon request. 

Health Information Protected by the Privacy Rule
The Privacy Rule does not apply to all health information created by any 
individual or business. Rather, such information is only considered PHI, 
and thus, subject to HIPAA, if it is “created or received” by a Covered 
Entity, including a Business Associate on behalf of the Covered Entity. 
This provides individuals and non-healthcare organizations, i.e. any entity 
that is not a Covered Entity or a Business Associate in the act of assisting 
a Covered Entity, opportunities to exchange information without the 
need for HIPAA compliance oversight. For example, health information 
received by a patient exercising his or her HIPAA right to access PHI held 
by a Covered Entity, ceases to be protected by HIPAA in the hands of the 
patient and if provided to a non-Covered Entity by the patient continues 
to not be protected by HIPAA.  As you might guess, while this type of 
exchange occurs outside of HIPAA, Covered Entities and others needing 
to rely on such an exchange have concerns relative to authenticity and 
integrity of information exchanged in this fashion. This is one of the reasons 
why the approach taken by Lumedic Connect – portable information 
with cryptographic authenticity – offers higher assurance than portable 
information alone.
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Privacy Rule and Appropriate Safeguards
The Privacy Rule requires that Covered Entities (and Business Associates) 
implement appropriate safeguards to protect the privacy of PHI. Covered 
Entities and Business Associates are permitted to disclose PHI to individuals 
directly and the Privacy Rule sets limits and conditions on the “uses4” 
and “disclosures5” of PHI that can be done without an individual’s 
authorization . The Privacy Rule also grants Individuals rights over their PHI. 
These rights include:

• A right to access and receive a copy of PHI that is part of their health 
record (“designated record set”), and

• A right to amend PHI in a designated record set

Security Rule
The HIPAA Security Rule established a national set of security standards for 
protecting PHI that is held or transferred in electronic form. As described 
by HHS.gov, “The Security Rule operationalizes the protections contained in 
the Privacy Rule by addressing the technical and non-technical safeguards 
that organizations called ‘Covered Entities’ must put in place to secure 
individuals’ ‘electronic protected health information’ (e-PHI6)”.

Required and Relevant Safeguards
The Security Rule requires Covered Entities to maintain reasonable and 
appropriate administrative, technical, and physical safeguards for 
protecting e-PHI. Specifically, Covered Entities must: 

• ensure the confidentiality, integrity, and availability of all e-PHI they 
create, receive, maintain or transmit 

• identify and protect against reasonably anticipated threats to the 
security or integrity of the information 

• protect against reasonably anticipated, impermissible uses or 
disclosures; and 

• ensure compliance by their workforce.7 

Because the health care marketplace is so diverse, the Security Rule for 
e-PHI is designed to be flexible and allow Covered Entities to implement 
policies, procedures, and technologies that are appropriate to the 

4 45 C.F.R. § 160.103.
5 45 C.F.R. § 160.103.
6 45 C.F.R. § 160.103.
7 45 C.F.R. § 164.306(a).
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entity’s size, capabilities, and risk appetite. To help Covered Entities plan 
appropriately, the HIPAA Security Rule specifies a series of administrative, 
technical, and physical security procedures for Covered Entities to use to 
safeguard e-PHI. 

Administrative Safeguards
The Security Rule defines administrative safeguards as administrative 
actions, policies, and procedures to manage the selection, development, 
implementation, and maintenance of security measures to protect e-PHI 
and to manage the conduct of the Covered Entity’s workforce in relation to 
the protection of that information.8

One of the administrative safeguards required by the Security Rule is 
Information Access Management. Consistent with the Privacy Rule standard 
that limits uses and disclosures of PHI to the “minimum necessary,” the 
Information Access Management standard of the Security Rule requires 
a Covered Entity to implement policies and procedures for authorizing 
access to e-PHI only when such access is appropriate based on the user or 
recipient’s role.9 

Technical Safeguards
In addition to the administrative safeguards required by the Security Rule, 
there are multiple technical safeguards identified to assure the compliance, 
integrity, and availability of e-PHI. The Security Rule defines technical 
safeguards as the technology and the policy and procedures for its use that 
protect e-PHI and control access to it.10

Access Control
A Covered Entity must implement technical policies and procedures that allow 
only authorized persons to access e-PHI.  The Security Rule defines access as 
the ability or the means necessary to read, write, modify, or communicate 
data/information or otherwise use any system resource.  Access controls 
provide users with rights and/or privileges to access and perform functions 
using information systems, applications, programs, or files. 

Access controls should enable authorized users to access the minimum 
necessary information needed to perform job functions. Rights and/or 
privileges should be granted to authorized users based on a set of access rules 
that the Covered Entity is required to implement under the Information Access 
Management standard (detailed above).  

8 45 C.F.R. § 164.304.
9 45 C.F.R. § 164.308(a)(4)(i).
10 45 C.F.R. § 164.304.
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A Covered Entity can comply with this standard through a combination of 
access control methods and technical controls. There are a variety of access 
control methods and technical controls that are available within most 
information systems. The Security Rule does not identify a specific type 
of access control method or technology to implement. Regardless of the 
technology or information system used, access controls should be appropriate 
for the role and/or function of the person requesting access.

Person (or Entity) Authentication
The Person or Entity Authentication standard is similar to the Access Controls 
technical safeguard standard. This standard requires a Covered Entity to 
implement procedures to verify that a person or entity seeking access to e-PHI 
is the one claimed.11 In general, authentication ensures that a person is in fact 
who they claim to be before allowed access to e-PHI. This authentication is 
accomplished by providing proof of identity. 

There are a few basic ways to provide proof of identity for authentication. A 
Covered Entity may: 

• Require something known only to that Individual, such as a password 
or PIN.

• Require something that Individuals possess, such as a smart card, a 
token, or a key. 

• Require something unique to the Individual such as a biometric. 
Examples of biometrics include fingerprints, voice patterns, facial 
patterns, and iris patterns. 

If the authentication credentials entered in an information system match 
those stored in that system, the user will be authenticated. Once a user is 
properly authenticated, that user is granted the authorized access privileges 
needed to perform certain functions and access e-PHI. 

Integrity
Under the Security Rule, “integrity” means that e-PHI is not altered or 
destroyed in an unauthorized manner. A Covered Entity must implement 
policies and procedures to ensure that e-PHI is not improperly altered or 
destroyed. Similarly, electronic measures must also be put in place to confirm 
that e-PHI has not been improperly altered or destroyed.12 

11 45 C.F.R. § 164.312(d).
12 45 C.F.R. § 164.312(c).
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Transmission Security
A Covered Entity must implement technical security measures that guard 
against unauthorized access to e-PHI that is being transmitted over an 
electronic or communications network, including through email, over the 
internet, or via some form of private or point-to-point network.13

The Security Rule allows for e-PHI to be sent over an electronic open network 
if it is adequately protected.14 This standard also has two addressable 
implementation specifications: Integrity Controls and Encryption. 

Integrity Controls
The first addressable implementation specification identified by the Security 
Rule as part of the Transmission Security standard is Integrity Controls.15 Where 
this implementation specification is a reasonable and appropriate safeguard 
for a Covered Entity, the Covered Entity must implement security measures 
to ensure that electronically transmitted e-PHI is not improperly modified 
without detection until disposed of.16

Integrity in this context is focused on making sure the e-PHI is not improperly 
modified during transmission. A primary method for protecting the integrity 
of e-PHI being transmitted is through network communications protocols. 
In general, these protocols, among other things, ensure that the data sent 
is the same as the data received. There are other security measures that 
can provide integrity controls for e-PHI being transmitted over an electronic 
communications network, such as data or message authentication codes.

Encryption
The second addressable implementation specification identified by the Security 
Rule as part of the Transmission Security standard is encryption.17 Where this 
implementation specification is a reasonable and appropriate safeguard for a 
Covered Entity, the Covered Entity must implement a mechanism to encrypt 
electronic protected health information whenever deemed appropriate.18 

Encryption is a method of converting an original message of regular text into 
encoded or unreadable text that is eventually decrypted into comprehensible 
text. For encryption technologies to work properly when data is being 
transmitted, both the sender and receiver must use the same or compatible 
technologies. Currently, a single, interoperable encryption solution for 
communicating over open networks does not exist. 

  13 45 C.F.R. § 164.312(e)(1).
  14 45 C.F.R. § 164.312(e)(2).
  15 45 C.F.R. § 164.312(e)(2)(i).
  16 45 C.F.R.. § 164.312(e)(2)(i).
  17 45 C.F.R. § 164.312(e)(2)(ii).
  18 45 C.F.R. § 164.312(e)(2)(ii).
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The Security Rule allows Covered Entities the flexibility to determine when, with 
whom, and what method of encryption to use. However, Covered Entities must 
consider the use of encryption for transmitting e-PHI, particularly over the 
Internet. As business practices and technology change, situations may arise 
where e-PHI being transmitted from a Covered Entity would be at significant 
risk of being accessed by unauthorized entities. 


